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PostgreSQL Port : 5432

PostgreSQL is an open-source, object-relational database management system
(ORDBMS) used to store and manage structured data.

It is widely adopted in enterprise and web applications due to its reliability,
extensibility, and strong support for SQL standards.

First [ Installed Kali Linux And Metasbolitable Machines



https://www.linkedin.com/in/0x3omda/
https://eng-ahmed-emad.github.io/AhmedEmad-Dev/
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To direct input to this VM, click inside or press Ctri+G.
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[ Found Out It Was 192.168.172.0/24 so 1 used a simple Nmap Command On
wholenetwork and found out that machine has IP address of 192.168.172.129/24



3. Port Scanning

Command:

Bash
nmap -p- 192.168.172.129

— Port 5432 found open — service: postgresql

B kali-linux-2025.2-vmware-amdé4 - VMware Workstation
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[To direct input to this VM, move the mouse pointer inside or press Ctrl+G.

LR ERLE.
I found that the port I am curious about is open which is port 5432
Fourth : [ wanted to know the version so I used -A option which
4. Detailed Service & Version Fingerprinting

Command:

Bash

nmap -A -p 5432 192.168.172.129

Result:

text



5432/tcp open postgresql PostgreSQL DB 8.3.0 - 8.3.7
Confirmed version: PostgreSQL 8.3.0 — 8.3.7

enables aggressive scan mode, which combines OS detection, version detection,
default scripts (NSE), and traceroute in a single scan.
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And this is how nmap scan appears in Wireshark which help me improve my
Analysis Skills (Educational) &

kali-linux-2025.2-vmware-amd64 - VMware Workstation
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A0 40 LN ®E Ll 192.168.172.129
Starting Nmap 7.95 ( https://nmap.org ) at 2026-01-28 00:07 EST
|

Source Destination Protocol _Length Info
7.177486761 192.168.172.2 192.168.172.129 88 Standard query response 6
7.177672120 192.168.172.129 192.168.172.200 67 Data: \ee1
192.168.172.200 192.168.172.129 TcP 66 56592 . 513 [ACK]
[ W1 12 192, 1 72.200 513 56592 [R!
> 60 513 — 56592 [
e

168,172, 92.168.172. 6 - S
2370 7.178317773  192.168.172.129 192.168,172.200 74 513 - 56602 [SYN, ACK
2371 7.178340414  192.168.172.200 192.168.172.129 66 56602 — 513 [ACK] S
2372 7.178364802 192.168.172.200 192.168.172.129 234 Start Handshake
2373 7.178445994 192.168.172.129 192.168.172.200 TCP 66 513 . 56602 [ACK]
2374 7.179079879  192.168.172.129 192.168.172.2 S 88 standard query ©xff3s PTR|
2375 7.216556669 192.168.172.2 192.168.172.129 S 88 Standard query response 0
2376 7.216896362 192.168.172.129 192.168.172.200 67 Data: \0o1
2377 7.216917477 192.168,172.200 192.168.172.129 TCcP 66 56602 — 513 [ACK] Seq=169)
2378 7.217064036 192.168.172.129 192.168.172.200 95 Data:

R BT : :

7.217072277 192.168.172.200
17.217 63 1 8.1 192.168.17 TCP 56602 T] 31
s), 29 fd 1e a8 8

Etherne 28 re_fi 8 d: 0 3¢ 00 00 00 00 60 00 64
f :]

Interne
Interne

® B ethO: <live capturein progress> Packets: 2382 Profile: Default

[To direct input to this VM, move the mouse pointer inside or press Ctrl+G.
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I found out that the version is PostgreSQL DB 8.3.0 - 8.3.7
And I found 3 CVE’s in NVD and and 1 in Exploit DB (CVE-2012-0868)

CVE-2012-0868
CVE-2012-2655
CVE-2010-4015



NVD Report : https://nvd.nist.gov/vuln/detail/cve-2012-0868

VULNERABILITIES

AXCVE-2012-0868 Detail |
DEFERRED QUICK INFO

CVE Dictionary Entry:
CVE

P NVD Published Date:
Description oTj18/2012

CRLF injection vulnerability in pg_dump in [ea 8, 8.4.x before 8 9,0.x before 9.0.7, and before 9.1.3 a NVD Last Modified:
user-assisted remote attackers to execute arbitrary SQL commands via a crafted file containing object names with newlines, which are 04/10/2025

inserted into an SQL script that is used when the database is restored. Source:

This CVE record i not being prioritized for NVD enrichment efforts due to resource or other concerns.

Red Hat, Inc.

Metrics IEEEET R cvssversion 20

ble mation to asso y other sources fs also disployed.

NVD enr

CVSS 2.0 Severity and Vector Strings:

V‘- NIST: NVD Base Score: 6.8 MEDIUM Vector: (AV:N/AC:M/Au:N/C:P/I:P/A:P)

References to Advisories, Solutions, and Tools

By selecting these links, you will be leaving NIST webspace. We have provided these links to other web sites because they may have
information that would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this
page. There may be other web sites that are more appropriate for your purpose. NIST does not necessarily endorse the views expressed,
or concur with the facts presented on these sites. Further, NIST does not endorse any commercial products that may be mentioned on

these sites, Please address comments about this page to nvd@nist.gov

6. Vulnerability Research
Searched National Vulnerability Database (NVD) and Exploit-DB for CVEs affecting PostgreSQL 8.3.x:

CVSSv2
CVEID Score Vulnerability Type Impact Reference

CVE-2012-0868 6.8 SQL Injection via CRLF in  Arbitrary SQL execution https://nvd.nist.gov/vuln/
(Medium) pg_dump/restore during restore from crafted  detail/CVE-2012-0868
backup

CVE-2012-2655 4.0 Denial of Service via Authenticated users can NVD / PostgreSQL notes
(Medium}) SECURITY DEFINER crash the PostgreSQL
functions server

CVE-2010-4015 6.5 Buffer overflow in DoS + potential remote code

(Medium) intarray module execution (authenticated

(gettoken) users)



https://nvd.nist.gov/vuln/detail/cve-2012-0868
https://nvd.nist.gov/vuln/detail/cve-2012-0868
https://nvd.nist.gov/vuln/detail/cve-2012-0868

Information Technology Laboratory

NATIONAL VULNERABILITY DATABASE

ULNERABIL

JAKCVE-2012-2655 Detail
DEFERRED

This CVE record is not being prioritized for NVD enrichment efforts due to resource or other concerns.

Description

PostgreSQL 8.3.x before 8.3.19, 8.4.x before 8.4.12, 9.0.x before 9.0.8, and 9.1.x before 9.1.4 allows remote authenticated users to cause a
denial of service (server crash) by adding the (1) SECURITY DEFINER or (2) SET attributes to a procedural language’s call handler.

Metrics [ cussversionan | cvss version 3x

NVD enrichment efforts reference publicly availobie information ta associate vector strings. CVSS information contributed by other sources is also disployed.
CVSS 2.0 Severity and Vector Strings:

m NIST: NVD Base Score: |40 MEBIUM) Vector: [AV:N/AC:L/AUS/C:N/I:N/AP)

References to Advisories, Solutions, and Tools

By selecting these links, you will be leaving NIST webspace. We have provided these links to other web sites because they may have
information that would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this
page. There may be other web sites that are more appropriate for your purpose. NIST does not necessarily endorse the views expressed,

Information Technology Laboratory

NATIONAL VULNERABILITY DATABASE

> NATIONAL VULNERABILITY
‘ m}nsnSE
NVD

QUICK INFO

CVE Dictionary Entry:
CVE-2012-2655

NVD Published Date:
07/18/2012

NVD Last Modified:
04/10/2025

Source:

Red Hat, Inc,

IATIONAL VULNERABILITY
DATABASE
N

AXCVE-2010-4015 Detail
DEFERRED

This CVE record is not being prioritized for NVD enrichment efforts due to resource or other concerns.
Description

before 8.4.7, 8.3.x before 8.3.14, and 8.2.x before 8.2.20 allows remote authenticated users to cause a denial of service (crash) and possibly
execute arbitrary code via integers with a large number of digits to unspecified functions.

Metrics | CVSS Version 4.0 ‘ CVSS Version 3.x

NVD enrichment efforts reference publicly availabie information to associate vector strings. CVSS information contributed by other sources is also displayed.
CVSS 2.0 Severity and Vector Strings:

@ NIST: NVD Base Score: S5 MEDIUM Vector: (AV:N/AC:L/AU:S/C:P/I:P/AP)

References to Advisories, Solutions, and Tools

By selecting these links, you will be leaving NIST webspace. We have provided these links to other web sites because they may have
information that would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this

QUICK INFO

CVE Dictionary Entry:
CVE-2010-4015

NVD Published Date:
02/01/2011

NVD Last Modified:
04/10/2025

Source:

Apple Inc.



ExploitDB : https://www.exploit-db.com/exploits/7855

PostgreSQL 8.2/8.3/8.4 - UDF for [®e]gInElgle § TN o]y

a
D EDB-ID: CVE: Author: Type: Platform: Date:
N, BERNARDO DAMELE LOCAL INUX
2
EDB Verified: Exploit: & / {} Vulnerable App:
<
. G ©
*
PostgreSQL UDF for command execution
k] [1] http://bernardodamele.blogspot.com/2009/01/command-execution-with-pestgresgl-udf.html

[2] https://svn.sqlmap.org/sqlmap/trunk/sqlmap/extra/postgresqludfsys/1ib_postgresqludf_sys @.8.1.tar.gz
mirror: https://gitlab.com/exploit-database/exploitdb-bin-sploits/-/raw/main/bin-sploits/7855.tar.gz (2009-1ib_postgresqludf_sys @.@.1.tar.gz)

# milw@rm.com [2009-01-25]
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Vulnerability Summary

CVE ID: CVE-2012-0868

Severity: Medium (CVSS v2.0: 6.8)

Type: SQL Injection via CRLF/Newline injection during backup restore

Impact: Execution of arbitrary SQL commands during the database restore process

CVE ID: CVE-2012-2655

Severity: Medium (CVSS v2.0: 4.0)

Type: Denial of Service due to improper handling of SECURITY DEFINER/SET in
procedural language call handlers

Impact: Remote authenticated users can crash the PostgreSQL server, causing a
denial of service

CVE ID: CVE-2010-4015

Severity: Medium (CVSS v2.0: 6.5)

Type: Buffer overflow in PostgreSQL intarray module (gettoken function)
Impact: Remote authenticated users can cause a denial of service and potentially
execute arbitrary code


https://www.exploit-db.com/exploits/7855
https://www.exploit-db.com/exploits/7855

Additional Exploit Reference: Exploit-DB 7855 — PostgreSQL
UDF code execution https://www.exploit-db.com/exploits/7855

Critical Note: PostgreSQL 8.3 branch is End-of-Life since 2013
— no security updates — highly vulnerable when network-
accessible.

Conclusion

Successfully identified PostgreSQL 8.3.0—8.3.7 on port 5432.
Located multiple medium-severity vulnerabilities exploitable due
to outdated software.

Demonstrated complete reconnaissance workflow: network
discovery — port scan — version detection — vulnerability
enumeration.

Tools & Resources Used
ifconfig

Nmap (-sn, -p-, -A)
Wireshark

NVD

Exploit-DB

Prepared by: Ahmed Emad Eldeen Abdelmoneam
Benha — January 2026
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