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PostgreSQL Port : 5432  

PostgreSQL is an open-source, object-relational database management system 

(ORDBMS) used to store and manage structured data. 

It is widely adopted in enterprise and web applications due to its reliability, 

extensibility, and strong support for SQL standards. 

 

First I Installed Kali Linux And Metasbolitable Machines  

 

 

https://www.linkedin.com/in/0x3omda/
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Second : I used ifconfig to know my ip and subnet (Target IP located: 192.168.172.129): 

 

I Found Out It Was 192.168.172.0/24 so I used a simple Nmap Command On 

whole network and found out that machine has IP address of 192.168.172.129/24  

 



3. Port Scanning 

Command: 

Bash 

nmap -p- 192.168.172.129 

→ Port 5432 found open → service: postgresql 

 

 

I found that the port I am curious about is open which is port 5432 

Fourth : I wanted to know the version  so I used -A option which  

4. Detailed Service & Version Fingerprinting 

Command: 

Bash 

nmap -A -p 5432 192.168.172.129 

Result: 

text 



5432/tcp open  postgresql PostgreSQL DB 8.3.0 - 8.3.7 

Confirmed version: PostgreSQL 8.3.0 – 8.3.7 

 

enables aggressive scan mode, which combines OS detection, version detection, 

default scripts (NSE), and traceroute in a single scan. 

 

 



And this is how nmap scan appears in Wireshark which help me improve my 

Analysis Skills (Educational)      

 

 

I found out that the version is PostgreSQL DB 8.3.0 - 8.3.7  

And I found 3 CVE’s  in NVD  and  and 1 in Exploit DB (CVE-2012-0868) 

• CVE-2012-0868 

• CVE-2012-2655 

• CVE-2010-4015 

•  



NVD Report : https://nvd.nist.gov/vuln/detail/cve-2012-0868

 

 

 

https://nvd.nist.gov/vuln/detail/cve-2012-0868
https://nvd.nist.gov/vuln/detail/cve-2012-0868
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ExploitDB : https://www.exploit-db.com/exploits/7855

 

 

Vulnerability Summary 

 

CVE ID: CVE-2012-0868 

Severity: Medium (CVSS v2.0: 6.8) 

Type: SQL Injection via CRLF/Newline injection during backup restore 

Impact: Execution of arbitrary SQL commands during the database restore process 

 

 

CVE ID: CVE-2012-2655 

Severity: Medium (CVSS v2.0: 4.0) 

Type: Denial of Service due to improper handling of SECURITY DEFINER/SET in 

procedural language call handlers 

Impact: Remote authenticated users can crash the PostgreSQL server, causing a 

denial of service 

 

 

CVE ID: CVE-2010-4015 

Severity: Medium (CVSS v2.0: 6.5) 

Type: Buffer overflow in PostgreSQL intarray module (gettoken function) 

Impact: Remote authenticated users can cause a denial of service and potentially 

execute arbitrary code 

https://www.exploit-db.com/exploits/7855
https://www.exploit-db.com/exploits/7855


Additional Exploit Reference: Exploit-DB 7855 – PostgreSQL 

UDF code execution https://www.exploit-db.com/exploits/7855 

 

Critical Note: PostgreSQL 8.3 branch is End-of-Life since 2013 

→ no security updates → highly vulnerable when network-

accessible. 

 

Conclusion 

• Successfully identified PostgreSQL 8.3.0–8.3.7 on port 5432. 

• Located multiple medium-severity vulnerabilities exploitable due 

to outdated software. 

• Demonstrated complete reconnaissance workflow: network 

discovery → port scan → version detection → vulnerability 

enumeration. 

•  

Tools & Resources Used 

• ifconfig 

• Nmap (-sn, -p-, -A) 

• Wireshark 

• NVD 

• Exploit-DB 

•  
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