Date of Report:  April 3, 2026

Full name Job title / role

Ahmed Emad Nasr Incident Response Analyst
Department / team Email address

Security Operations Center (SOC) Ahmed.em.nasr@gmail.com

Phone number
+201018166445

Date and time discovered:
Mar, 07, 2024, 12:51 PM.

How was the incident detected? (E.g., user report, monitoring system alert)

A high-level security alert was triggered in the Monitoring system under the rule "SOC127 - SQL Injection
Detected".

Detailed description of the incident (include what occurred, where, and how):

[ An external source IP (118.194.247.28) sent a malicious HTTP GET request targeting the internal destination
address 172.16.20.12 (Hostname: WebServer1000).

[ The request URL contained a heavily encoded payload attempting multiple web attacks simultaneously,
including SQL Injection (UNION ALL SELECT, information_schema.tables), Cross-Site Scripting
(<script>alert("XSS")</script>), and Command Execution (xp_cmdshell attempting to read /etc/passwd).

[1 The Device Action for this request was logged as "Allowed", and the web server returned an HTIP 200
response.

[1 The source IP (118.194.247.28) originates from China (AS 4808) and is flagged as malicious by 9 out of 94
security vendors on VirusTotal.

Was the incident ongoing at the time of report?
U Yes X No

Have any files, accounts, or systems been compromised?
X Yes O No

If yes, please describe:
)

o The malicious request was "Allowed" through the security confrols.

o Note: While the terminal history for 172.16.20.12 (Atlanta-Server) shows older baseline activity
from 2023-11-10, the HTIP 200 response to the malicious payload on Mar 07, 2024, necessitates
freating the server as pofentially compromised pending deeper forensic review.

Notification

Was your supervisor or manager notified? Date/time of notification:
X Yes U No April 3, 2026

Was the IT/security team alerted? If yes, who was contacted and how? (e.g., email, phone, ticket)
Yes 0 No Escalated to the Incident Response team via Case

Management for immediate containment.




What immediate actions were taken to contain the threat? (E.g., system shutdown, network isolation)

[l Isolate WebServer1000 (172.16.20.12) from the network to prevent potential lateral movement or data
exfilirafion.

[ Block the malicious source IP (118.194.247.28) on the perimeter firewall and Web Application Firewall (WAF).

Were any user accounts disabled, firewalls updated, or services suspended?
Yes 1 No
If yes, provide details:

[l Firewall and WAF rules updated to drop tfraffic from the attacking IP.
[l Vulnerability assessment required on the web application to patch the injection flaw.

List any systems, devices, or applications affected by the incident:

o [J
WebServer1000 / Atlanta-Server (IP: 172.16.20.12).
O

Estimated number of affected users, if applicable:
Unknown (Depends on what data the web application processes).

Was there any known data loss or exposure?
O Yes X No

If yes, describe the type of data (e.g., personal info, credentials, financial):

The payload specifically targeted database schemas (information_schema.tables) and system configuration
files (/etc/passwd), indicating an intent to expose sensitive system data.

Suspected cause or entry point (e.g., phishing email, unpatched software):
o [J
Unpatched input validation vulnerability in the web application hosted on WebServer1000, allowing for SQL
Injection and Command Execution via HTTP GET parameters.
O

Was the threat internal, external, or unknown?
O Internal X External O Unknown

Submitted by:

Ahmed Emad Nasr Ahmed Emad Nasr April 3, 2026
Name Signature Date submitted
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