
 

Contact Person 

Full name  Job title / role 

Ahmed Emad Nasr  Incident Response Analyst 

Department / team  Email address 

Security Operations Center (SOC)  Ahmed.em.nasr@gmail.com 

Phone number   

+201018166445   

 

The Incident 

Date and time discovered: 

May, 13, 2024, 09:22 AM. 

How was the incident detected? (E.g., user report, monitoring system alert) 

A Medium severity alert was triggered in the Monitoring system under the rule "SOC282 - Phishing Alert - 

Deceptive Mail Detected". 

Detailed description of the incident (include what occurred, where, and how): 

   A phishing email was received by the internal user Felix@letsdefend.io from the external address 

free@coffeeshooop.com with the subject "Free Coffee Voucher". 

   The sender's domain (coffeeshooop.com) uses typosquatting to appear legitimate. 

   The action taken by the email security gateway was "Allowed".  

   The email contained an attachment named free-coffee.zip along with the password infected written in the 

email body to bypass automated scanning. 

   The source IP address of the email (103.80.134.63) is flagged in the Threat Intelligence feed for phishing 

activities. 

   Endpoint browser history for the user Felix (IP: 172.16.20.151) shows that on May 13, 2024, at 12:59 PM, the 

user accessed an AWS S3 URL containing the file free-coffee.zip. 

   Shortly after, starting at 13:01:00, terminal history on Felix's machine logs the execution of cmd.exe followed 

by multiple system enumeration commands, including systeminfo, wmic logicaldisk get 

caption,description,providername, tasklist /svc, ipconfig /all, and route print. 

 

Was the incident ongoing at the time of report?  

☐ Yes ☒ No  

Have any files, accounts, or systems been compromised?  

☒ Yes ☐ No  

If yes, please describe: 

The workstation assigned to Felix (172.16.20.151) is confirmed compromised. The sequence of enumeration 

commands executed in the terminal immediately following the download of the suspicious zip file indicates 

successful execution of a malicious payload. 

 

Notification 

Was your supervisor or manager notified?  Date/time of notification: 

☐ Yes ☒ No  April 6, 2026 

Was the IT/security team alerted?  If yes, who was contacted and how? (e.g., email, phone, ticket) 

☒ Yes ☐ No  
Escalated to the Incident Response team via Case 

Management for immediate host containment. 

 

 

 

 



 

 

 

Containment Measures 

What immediate actions were taken to contain the threat? (E.g., system shutdown, network isolation) 

   Isolate Felix's workstation (172.16.20.151) from the network to prevent further internal reconnaissance or 

lateral movement. 

   Delete the malicious email from Felix's inbox and search the enterprise exchange environment for other 

recipients of emails from coffeeshooop.com. 

 

Were any user accounts disabled, firewalls updated, or services suspended?  

☒ Yes ☐ No  

If yes, provide details: 

   Block the sender's domain (coffeeshooop.com) and the source IP (103.80.134.63) on the email gateway 

and perimeter firewalls. 

   Suspend Felix's Active Directory account and initiate a mandatory password reset.  

 

 

Impacted Services Measures 

List any systems, devices, or applications affected by the incident: 

   Workstation Hostname: Felix (IP: 172.16.20.151). 

   Email Account: Felix@letsdefend.io. 

 

Estimated number of affected users, if applicable: 

1 user (Felix). 

Was there any known data loss or exposure?  

☐ Yes ☒ No  

If yes, describe the type of data (e.g., personal info, credentials, financial): 

 

 

Preliminary Analysis (Optional) 

Suspected cause or entry point (e.g., phishing email, unpatched software): 

   Suspected cause or entry point (e.g., phishing email, unpatched software):  

• A successful phishing attack utilizing a typosquatted domain and a password-protected zip file 

attachment (free-coffee.zip) containing a malicious payload that was executed by the user, leading 

to automated system enumeration. 

    

Was the threat internal, external, or unknown? 

☐ Internal ☒ External ☐ Unknown 

 

 
Submitted by: 

  

Ahmed Emad Nasr  Ahmed Emad Nasr   

Name  Signature  Date submitted 



 

 

 

 

     



 

 

 

 



 

 

 


