
 

Date of Report: April 3, 2026 
 

Contact Person 

Full name  Job title / role 

Ahmed Emad Nasr  Incident Response Analyst 

Department / team  Email address 

Security Operations Center (SOC)  Ahmed.em.nasr@gmail.com 

Phone number   

+201018166445   

 

 

The Incident 

Date and time discovered: 

September 18, 2024, 01:32 PM 

How was the incident detected? (E.g., user report, monitoring system alert) 

Log Management / SIEM alert indicating suspicious network activity and a proxy connection to a potentially 

malicious domain (letsdefwnd.io). 

Detailed description of the incident (include what occurred, where, and how): 

A phishing email was sent from voucher@letsdefwnd.io (IP: 45.33.23.183) to the internal user Mateo 

(mateo@letsdefend.io). Log analysis confirms that the user Mateo clicked on the provided link 

(https://letsdefwnd.io). Proxy and Endpoint Security logs show a successful outbound connection (Device 

Action: Allowed) from Mateo's machine (IP: 172.16.17.162) to the external malicious IP (45.33.23.183) over port 

443 via the chrome.exe process. 

Was the incident ongoing at the time of report?  

☐ Yes ☒ No  

Have any files, accounts, or systems been compromised?  

☒ Yes ☐ No  

If yes, please describe: 

User Mateo's workstation (172.16.17.162) successfully connected to the malicious domain. The host is 

considered compromised pending further forensic investigation.  

 

Notification 

Was your supervisor or manager notified?  Date/time of notification: 

☒ Yes ☐ No   

Was the IT/security team alerted?  If yes, who was contacted and how? (e.g., email, phone, ticket) 

☒ Yes ☐ No   

 

Containment Measures 

What immediate actions were taken to contain the threat? (E.g., system shutdown, network isolation) 

Contained the affected host (172.16.17.162) through the Endpoint Security solution (Network Isolation). 

Blocked the malicious IP (45.33.23.183) and domain (letsdefwnd.io) on the perimeter firewall and proxy.  

Were any user accounts disabled, firewalls updated, or services suspended?  

☒ Yes ☐ No  



If yes, provide details: 

Mateo's network access was suspended, and firewall rules were updated to block indicators of compromise 

(IOCs). User credentials should be reset as a precaution. 

 

Impacted Services Measures 

List any systems, devices, or applications affected by the incident: 

Mateo's Workstation (IP: 172.16.17.162). 

Estimated number of affected users, if applicable: 

1 user (Mateo). 

Was there any known data loss or exposure?  

☐ Yes ☒ No  

If yes, describe the type of data (e.g., personal info, credentials, financial): 

 

 

Preliminary Analysis (Optional) 

Suspected cause or entry point (e.g., phishing email, unpatched software): 

Suspected cause or entry point (e.g., phishing email, unpatched software):  Phishing email containing a 

malicious URL intended to deceive the user (Typosquatting: letsdefwnd instead of letsdefend).  

Was the threat internal, external, or unknown? 

☐ Internal ☒ External ☐ Unknown 

 

 
Submitted by: 

  

Ahmed Emad Nasr  Ahmed Emad Nasr  April 3, 2026 

Name  Signature  Date submitted 



 

 

 

 
 
 

     



 

 



 

 



 

 



 

 



 

 



 

 

 

 

 

 


