
 

Contact Person 

Full name  Job title / role 

Ahmed Emad Nasr  Incident Response Analyst 

Department / team  Email address 

Security Operations Center (SOC)  Ahmed.em.nasr@gmail.com 

Phone number   

+201018166445   

 

The Incident 

Date and time discovered: 

Jul, 22, 2025, 01:07 PM. 

How was the incident detected? (E.g., user report, monitoring system alert) 

A Critical severity alert was triggered in the Monitoring system under the rule "SOC342 - CVE-2025-53770 

SharePoint ToolShell Auth Bypass and RCE". 

Detailed description of the incident (include what occurred, where, and how): 

   An external source IP (107.191.58.76) targeted the internal destination IP 172.16.20.17 (Hostname: 

SharePoint01) with a suspicious unauthenticated HTTP POST request.  

   The request targeted the URL /_layouts/15/ToolPane.aspx?DisplayMode=Edit&a=... and the security controls 

logged the Device Action as "Allowed". 

   The Threat Intelligence feed associates the source IP (107.191.58.76) directly with the "CVE-2025-53770" tag. 

   Endpoint security logs for SharePoint01 reveal that the attacker achieved Remote Code Execution (RCE) by 

executing heavily obfuscated PowerShell commands (powershell.exe -nop -w hidden -e ...). 

   Running under the IIS APPPOOL\SharePoint - 80 process user context, the attacker spawned cmd.exe to 

write a malicious ASPX file. 

   The file, named spinstall0.aspx, was dropped into the directory C:\Program Files\Common Files\Microsoft 

Shared\Web Server Extensions\16\TEMPLATE\LAYOUTS\ and contained code designed to fetch a secondary 

payload (payload.exe) from the attacker's server. 

   VirusTotal analysis of the dropped file's hash 

(92bb4ddb98eeaf11fc15bb32e71d0a63256a0ed826a03ba293ce3a8bf057a514) confirms it is a Trojan webshell 

(ToolShell), flagged by 41 out of 60 security vendors.  

   A successful outbound network connection was subsequently established from the compromised 

SharePoint01 server back to the attacker's IP (107.191.58.76) on Jul 22, 2025, at 13:08:04.  

 

Was the incident ongoing at the time of report?  

☐ Yes ☒ No  

Have any files, accounts, or systems been compromised?  

☒ Yes ☐ No  

If yes, please describe: 

The SharePoint01 server (172.16.20.17) is confirmed compromised with an active webshell (spinstall0.aspx) 

installed within the web server's directory structure, allowing the attacker persistent remote access and 

execution capabilities. 

 

Notification 

Was your supervisor or manager notified?  Date/time of notification: 

☒ Yes ☐ No  April 3, 2026 

Was the IT/security team alerted?  If yes, who was contacted and how? (e.g., email, phone, ticket) 

☒ Yes ☐ No  Escalated to the Incident Response team. 



 

Containment Measures 

What immediate actions were taken to contain the threat? (E.g., system shutdown, network isolation) 

   Immediately isolate SharePoint01 (172.16.20.17) from the network to halt lateral movement and sever the 

attacker's active command and control (C2) connection.  

   Block the malicious IP address 107.191.58.76 on all perimeter firewalls and Web Application Firewalls (WAF).  

 

Were any user accounts disabled, firewalls updated, or services suspended?  

☒ Yes ☐ No  

If yes, provide details: 

Outbound traffic rules updated to deny any connections to 107.191.58.76. SharePoint services on the affected 

host are suspended pending forensic imaging and rebuild.  

 

Impacted Services Measures 

List any systems, devices, or applications affected by the incident: 

Server: SharePoint01 (IP: 172.16.20.17) running on-premises SharePoint Server software. 

Estimated number of affected users, if applicable: 

System-wide compromise; potentially impacts all internal users utilizing the SharePoint deployment.  

Was there any known data loss or exposure?  

☒ Yes ☐ No  

If yes, describe the type of data (e.g., personal info, credentials, financial): 

The installation of a ToolShell webshell running under IIS application pool privileges provides the attacker with 

full access to the SharePoint database, site contents, and local system files, making data exposure highly 

probable. 

 

Preliminary Analysis (Optional) 

Suspected cause or entry point (e.g., phishing email, unpatched software): 

   Suspected cause or entry point (e.g., phishing email, unpatched software):  

• Exploitation of a critical zero-day vulnerability (CVE-2025-53770) involving an authentication bypass 

and remote code execution flaw in the ToolShell component of on-premises SharePoint Server 

deployments. 

Was the threat internal, external, or unknown? 

☐ Internal ☒ External ☐ Unknown 
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Ahmed Emad Nasr  Ahmed Emad Nasr   
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