To: Security Operations Center (SOC) Management
From: Ahmed Emad Nasr, SOC Analyst
Date: March 17, 2026

Subject: Cyber Threat Intelligence Brief - Cloud Migration &
Aviation Sector Threats

1. Executive Summary

As our organization in the aviation sector transitions its
infrastructure to the cloud, itis critical to assess the specific
threat landscape associated with this environment. This
intelligence brief identifies a primary Advanced Persistent
Threat (APT) group known to target our sector, highlights their
relevant tactics and tools, and outlines actionable defensive
strategies to secure our Office 365 and cloud integrations.

2. Threat Actor Profile
* Threat Group: APT33
* Activity: Active since at least 2013.

* Target Profile: This group has a documented history of
conducting operations against organizations across multiple
industries, with a distinct and particular interest in the aviation
and energy sectors.
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APT3 is a China-based threat group that researchers have attributed to China's Ministry of State
Security. This group is responsible for the campaigns known as Operation Clandestine Fox, Operation
Clandestine Wolf, and Operation Double Tap. As of June 2015, the group appears to have shifted
from targeting primarily US victims to primarily political organizations in Hong Kong.

APT30 is a threat group suspected to be associated with the Chinese government. While Naikon
shares some characteristics with APT30, the two groups do not appear to be exact matches.

APT32 is a suspected Vietnam-based threat group that has been active since at least 2014. The

group has targeted multiple private sector industries as well as foreign governments, dissidents, and
Jjournalists with a strong focus on Southeast Asian countries like Vietnam, the Philippines, Laos, and
Cambodia. They have ly used

tensi web compromises to compromise victims.
APT33 is a suspected Iranian threat group that has carried out operations since at least 2013. The
group has targeted organizations across multiple industries in the United States, Saudi Arabia, and
South Korea, with a particular interest in the EJfE{05]) and energy sectors

APT37 is a North Korean state-sponsored cyber espionage group that has been active since at least
2012. The group has targeted victims primarily in South Korea, but also in Japan, Vietnam, Russia,
Nepal, China, India, Romania, Kuwait, and other parts of the Middle East. APT37 has also been linked
to the following campaigns between 2016-2018: Operation Daybreak, Operation Erebus, Golden Time,
Evil New Year, Are you Happy?, FreeMilk, North Korean Human Rights, and Evil New Year 2018.

North Korean group definitions are known to have significant overlap, and some security researchers
report all North Korean state-sponsored cyber activity under the name Lazarus Group instead of
tracking clusters or subgroups.

APT38 is a North Korean state-sponsored threat group that specializes in financial cyber operations;
it has been attributed to the Reconnaissance General Bureau. Active since at least 2014, APT38 has
targeted banks, financial institutions, casinos, cryptocurrency exchanges, SWIFT system endpoints,

and ATMs in at least 38 countries worldwide. Significant operations include the 2016 Bank of
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3. Key Tactics, Techniques, and Procedures (TTPs)
* Primary Sub-technique: Cloud Accounts (T1078.004)

* Context & Tooling: APT33 frequently targets cloud infrastructure, specifically
focusing on Microsoft Office 365. The group utilizes compromised Office 365 accounts
in tandem with a publicly available post-exploitation tool called Ruler to attempt to

gain remote control over corporate endpoints.
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.002  Phishing: Spearphishing Link APT33 has sent spearphishing emails containing links to .hta files.[14]
GROUPS
APT32 Enterprise  T1053 .005 Scheduled Task/Job: Scheduled Task APT33 has created a scheduled task to execute a .vbe file multiple times a day.*
APT33 Enterprise T1552 .001 Unsecured Credentials: Credentials In APT33 has used a variety of publicly available tools like LaZagne to gather credentials. ¢!
APT37 Files
APT38 006 Unsecured Credentials: Group Policy APT33 has used a variety of publicly available tools like Gpppassword to gather credentials. /16!
Preferences
APT39
APT41 Enterprise T1204 .001 User Execution: Malicious Link APT33 has lured users to click links to malicious HTML applications delivered via spearphishing emails.
el
APT42
APT5S 002 User Execution: Malicious File APT33 has used malicious e-mail attachments to lure victims into executing malware [®!
Aquatic Panda Enterprise  T1078 Valid Accounts APT33 has used valid accounts for initial access and privilege escalation.[2l1¢]
Axiom . . . . .
004 Accounts APT33 has used compromised Office 365 accounts in tandem with Ruler in an attempt to gain control
BackdoorDiplomacy of endpoints. |/
BITTER IcCS T0852 Screen Capture APT33 utilize backdoors capable of capturing screenshots once installed on a system. (78]
BlackByte
ICS T0853 Scripting APT33 utilized PowerShell scripts to establish command and control and install files for execution. sl
BlackOasis o]
BlackTech . L X . L X
ICS T0865 Spearphishing Attachment APT33 sent spear phishing emails containing links to HTML application files, which were embedded
Blue Mockingbird with malicious code. /] APT33 has conducted targeted spear phishing campaigns against U.S.

Bouncing Golf government agencies and private sector companies. ol
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4. Defensive Recommendations

To address potential gaps in our defensive coverage during the cloud migration, the
following mitigation and detection strategies must be prioritized:

* Mitigation Strategy: Implement User Account Management (M1018).



- Action: We must enforce a policy to periodically review all user accounts and
immediately remove or disable those that are inactive, orphaned, or unnecessary. This
directly reduces the attack surface for the Cloud Accounts technique.

* Detection Strategy: Implement Detection Strategy DET0546.

- Action: Deploy monitoring rules mapped to DET0546 to actively identify the
"Detection of Abused or Compromised Cloud Accounts for Access and Persistence."
This will help the SOC quickly catch anomalous authentication activity or API calls
that exceed normal scope.
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Active Directory Disable legacy authentication, which does not support MIA, and require the Use of modern autnentication protocols Instead.
Configuration

TECHNIQUES
Valid Accounts ~ M1032 | Multi-factor Use multi-factor authentication for cloud accounts, especially privileged accounts. This can be implemented in a variety of forms (e.g. hardware,
Authentication virtual, SMS), and can also be audited using administrative reporting features. 22)
Default Accounts
Domain Accounts M1027 = Password Ensure that cloud accounts, particularly privileged accounts, have complex, unique passwords across all systems on the network. Passwords and
Policies access keys should be rotated regularly. This limits the amount of time credentials can be used to access resources if a credential is
Local Accounts compromised without your knowledge. Cloud service providers may track access key age to help audit and identify keys that may need to be
rotated. 22
Cloud Accounts
Wi-Fi Networks M1026 = Privileged Review privileged cloud account permission levels routinely to look for those that could allow an adversary to gain wide access, such as Global
Execution - Account Administrator and Privileged Role Administrator in Azure AD.[22124]125] These reviews should also check if new privileged cloud accounts have
Management been created that were not authorized. For example, in Azure AD environments configure alerts to notify when accounts have gone many days
Persistence v without using privileged roles, as these roles may be able to be removed.?®! Consider using temporary, justin-time (JIT) privileged access to
i i [25]
Privilege Escalation v Azure AD resources rather than permanently assigning privileged roles.
Defense Evasion v \1 M1 User Account Periodically review user accounts and remove those that are inactive or unnecessary. Limit the ability for user accounts to create additional
Credential Access v Management accounts.
Discovery v M1017 = User Training Applications may send push notifications to verify a login as a form of multi-factor authentication (MFA). Train users to only accept valid push
Lateral Movement o notifications and to report suspicious push notifications.
Collection v
Command and Control v Detection Strategy
Exfiltration v (] Name Analytic ID  Analytic Description
Impact . . . .
DET0546 = Detection of Abused or Compromised Cloud Accounts ~ AN1503 Detects anomalous authentication activity such as sign-ins from impossible geolocations or
Mobile v em—f{or Access and Persistence legacy protocols from high-privileged accounts.
ICS v

AN1504 Detects cloud account use for API calls that exceed normal scope, such as IAM changes or
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5. Conclusion

Securing our Office 365 environment against unauthorized access is a high priority. By
strictly managing account lifecycles (M1018) and configuring our SIEM to detect
compromised cloud account behavior (DET0546), we can significantly reduce the risk
posed by adversaries like APT33.




